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Align IT to the business needs to become
Ally to the business performance

All pervasive is IT to the business strategy and
All critical is its role in corporate governance

Scarce, costly and vital the IT resources become
Organize it for proficient usage

A new culture to the enterprise, IT governance requires
Structure, methods, rules and regulations

That which sustains and extends enterprise objectives, IT Govern-
ance
Is about Leadership, structure and processes

Whole is greater than the sum of individual parts is
What the chemistry of Alignment is.

Focus, management awareness and corporate scandals leads
IT governance contemporary and topical

Competent individuals, team work, harmony and leadership
Are what the four pillars of alignment

Dwelling deep, it leads to lack of accountability and improper com-
munication as
Pointers for IT Governance initiative

In vain is your search if you are looking for an universally
Applicable IT alignment solution

Do not desert IT as they become complex but make it
Subservient to the business

Think IT strategy while developing business strategy
As both are Inseparable twins
Not new the principles of IT governance but
New are the methods of implementation

Flow of activities at different layers, IT governance is
The responsibility of the board

Ever increasing cost and ever unclear the value, the
T Phenomenon leads to IT black hole

How aligned is IT to the enterprise goals that requires
Performance measurement tools

Know thy Ability, agility, creativity and security of IT systems
Through performance measurement tools
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Bridge the communication gap and provide transparency
Through key performance measures

A vital sign as it is, performance measures indicate
Wellbeing and wholeness of IT organization

Understand the requirements of stakeholders and set the
Meaningful metrics for performance measurements

Ongoing and routine is the IT Governance, Implementation is for
Safe going and roadmap is for initial phase

Having major effect in the organization, IT governance requires
Supporting and active involvement of key stakeholders

Identifying quick wins and showing results is the
Convincing way of making IT governance successful

Having set the goals and gained support
Planning and implementation are the next steps for IT governance

Just as effective communication is an enabler
Poor communication is a constraint

Change is the mantra of IT governance and for
Change, promote positive attitude

Improve maturity of IT capability to
Improve efficiency and reduce risks

Optimal investment, proper allocation of resources is
The key to successful of IT performance

Measure IT capability AS-IS and TO-BE and
Plan to improve and reduce gaps

Adhoc, intuitive, qualitative, quantitative and improved feed back
are the characteristics of initial, repeatable, defined, managed and
optimized maturity scale

Manage IT risks at board level to avoid
[T failure risk

Break the value chain for outsourcing for not
To get broken by the global competition

Qutsource non core activities to a third party whose
Core activity is the outsourced activity

Doing badly and failing to grab opportunity
Are the twin broad highways to risk
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PARRY is acronym for key areas of IT gov-
ernance as it constitutes

Performance measurement,
Alignment,

Risk and

Resource management and
Value deliverY

EUROPE is acronym for IT governance
benefits as it gives
External compliance,
Accountability,
RO,
Opportunities,
Performance Improvement and
Enterprise partnership

EARTH is acronym for critical success fac-
tors as it requires
Enterprise wide approach
Accountability and commitment
Return measurement
Trust for the selected control frame
work and
In House trust on the IT function

AVERT is acronym for key element support
of PM as it supports

Alignment

Value delivery

Enterprise Risk management

IT Resource management

FOCUS is acronym for performance meas-
urement system’s aims as it helps to
Focus on the customer satisfaction
Operational processes improvement
Cost reduction
Undertaking current and future state
and the gap
Set realistic benchmark for
comparison

POGO is the acronym for two aspects of
performance measurement (PM) metrics as
it addresses
Process Oriented — KPlIs — key
process indicators
Goal Oriented — KGls — key goal
indicators

FIRM ACTION is the acronym for require-
ments of PM for being successful as it
denotes
Flexible and responsive to the
changing situation
Interpretation is easier
Resourceful enough for backward
and forward integration
Metrics to support benchmarking
Approved by stakeholders
Culturally oriented to the
organization
Targets based on IT objectives
Inclusion of both positive and
negative measures
Objective and subjective measures

Numbers of metrics limited and
focused

MASON is the acronym for board responsi-
bilities for it denotes

Managing risks

Allocating resources

Setting strategy

Orienting structure for value delivery
and

Setting Numbers for performance
measurement

ASCEND is the acronym for enablers of PM
for it is influenced by

Approved by the stakeholders
Support by the stakeholders
Critical process focus

Easy measures

Numbers based on balanced
scorecard technique

Design automated performance
measurement measures

DESCEND is the acronym for inhibitors of
PM for it is getting affected by

Design with too much focus on
technical measures

Not Straight forward to interpret
Collection of data is expensive
Encourages counter productive
behavior

Delegation without proper
accountability

DEMOSTRATE is the acronym for objectives
of IT governance implementation

Define the meaning of IT
governance in your organization
Enumerate the expected ROI of
implementation

Monitor and identify organizational
cultural constraints and enablers
Obtain broad understanding of
benefits of implementation

Name IT governance framework,
tools and gain acceptance

Spell out initial gap analysis

Time scale estimation and resource
implications

Render project initiation document
Alignment of IT Governance initiative
with business strategy

Terms of reference

Enumerate KPI and CSF for the ITG
project

ABIDE is the acronym for management of IT
risks by the Board

Ascertaining about the transparency
of risks, risk taking and risk
avoidance

Being aware that final responsibility
rests with the management

Insisting that risk management is
embedded with the operations
Delegate to the executive
management but not the
responsibility
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Ensure that the system of internal
control is in place to manage risks

PAIR is acronym for different risks:
Project ownership risk
Access, Availability risks
Integrity, Infrastructure, Investment
risks
Relevance risks

SOAP is the acronym for levels of IT risks
Strategic level — Topmost layer
Operational level — lowest layer
Action or Programme level — higher
layer
Project level — lower layer

ATM is the acronym for management of risks
for it denotes
Accept the risks - risk existence
and monitoring
Transfer the risk by taking insurance
Mitigate the risk by implementing
controls

DIFFIDENT is the acronym for risk manage-
ment framework as it denotes
Define a framework
Identify the risks
Find the probable risk owners
Figure out or evaluate the risks
Identify or set acceptable level of
risk
Develop suitable responses to risk
Execute or implement responses
Notice effectiveness of responses
Reevaluate

TOME is the acronym for success factors for
IT governance
Treat IT governance as a project
Obtain top management buy in
Manage expectations
Enable and motivate cultural change

COP is the acronym for value discipline as it
constitutes

Customer Intimacy

Operational Excellence

Product innovation

Brief Note about the author
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CLASSES - 2008

By R.K.Rao, CISA Coordinator, Dubai

The ISACA UAE Chapter conducts Review Classes twice a yearfor CISA
aspirants. Enrollment is restricted to a maximum of 35 students and
the fees charged are merely to cover the rent for the venue and the cost
of reading materials. These Classes are conducted with the objective
of assisting the aspirants in concentrating on key topics, clarifying
their concepts and, providing a platform for interaction among the
attendees. During the 6 weeks, every attempt is made by the Faculty to
extract positives that have remained dormant for a long time among the
students. On the other hand, the students are constantly encouraged

to draw out the best from the Faculty who are practising CISAs.

Concerted efforts are made to ensure that the aforesaid objectives
are met in terms of the syllabus covered, practice questions, practical
tips for cracking the examination, etc. Feedback is sought after each
session as part of our endeavour to incorporate changes beneficial
to the students, into the subsequent sessions. For instance, while
Mohammad Saleh, from Dubai Islamic Bank, has strongly urged
the Chapter to increase the number of sessions as well as get more
experienced Teachers as Faculty; Srinivasa Desikan, from Noor Islamic
Bank,has earnestly requested for more practice questions. Both, like
most of the students, were, however, satisfied with the overall conduct

of the Classes.

A considerable amount of planning goes into conducting the Classes.
Finalizing the Venue and Time-Table are just two of the many challenges

faced; not to mention the competing factors of time and syllabus!

However, combined with the Students’ commitment to put in hours of
hard work; what makes the Review Classes a memorable experience
is the Faculty’s passion and the desire to serve the local community by
sacrificing their personal time for a cause that does not yield them any

material returns!
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Two Day Hands on
Oracle Database
Security Workshop

In today’s digital world, a growing concern has been database security — Databases store are the most valuable servers in an organization as
they store critical information such as client details, financial information, human resource details etc. All data that keeps an organization in
business which needs to be protected. Databases are the target of regular attacks by attackers that exploit control weaknesses or vulnerabilities
in databases. In this dynamically changing scenario it is important to understand new threats that emerge in order to build constructive strate-
gies to protect corporate assets.

Date : 6th & 7th May 2009

Venue : Etisalat Academy, Dubai

ISACA UAE CHAPTER BRINGS TO YOU A 2 DAY HANDS ON ORACLE DATABASE SECURITY WORKSHOP.

Speaker: Alexander Kornburst

Alexander is responsible for Oracle security audits and Oracle antihacker training and has given
various presentations on security conferences like Black Hat, Defcon, Blue Hat, IT Underground
and Syscan. He has worked with Oracle products as an Oracle DBA and Oracle developer since
1992 and with IBM Gilobal Services as a consultant. During the last six years he has reported
over 320 security bugs in different Oracle products.

2- DAY ORACLE SECURITY WORKSHOP

* Oracle Basis for auditors (4 hours)
* Oracle hardening (settings and tools) (4 hours)
* Oracle pentesting (SQL Injection and more) (4 hours)
* Oracle forensics or how to find the bad boys (4 hours)

Day 1: Day 2:
Registration: 8:30am - 9:00am
Oracle pentesting: 9:00 — 1:00 pm
Oracle Basics: 9:00 — 1:00 pm e User Enumeration

e |icense concept e SID Enumeration

e differences to MySQL / SQL Server
e Difference SQL/PLSQL

¢ Oracle Tools

e Security Tools for Oracle

e SQL vs. PLSQL

e Common Architecture (RAC, HA, ...)

Lunch: 1:00 pm - 2:00pm

Oracle hardening: 2:00 pm — 6:00pm
¢ Patching Oracle

e Hardening Listener

® Passwords

e Auditing

¢ Revoking Privileges

¢ Hardening the architecure

¢ 3rd party software

¢ Password Enumeration

® SQL Injection in webapps

¢ SQL Injection in PLSQL code

¢ Privileges and what you could do with them

Lunch: 1:00 pm - 2:00pm

Oracle forensics: 2:00 pm - 6:00pm
e Overview

e How to start

e Attackers & their traces

e Tools

¢ Analyze memory

¢ Analyze audit-logs

¢ Analyze data blocks

¢ Anti-Forensics

Easy steps to Register
1. Visit www.isacauae.org &
download the form

WORKSHOP FEE 2. Print the registration form.

ISACA Members : 3. Attach a cheque (Cheque
should be payable to “DNATA-

CREDITS AED 1000/- ISACA”) and send it to
Non - ISACA Members: Manjunath R, Dubai Aluminium
PREREQUISITES AED 1600/- Company Limited, Internal

Audit Department

P. O. Box 3627 Dubai, UAE.
Mob: 0509523015. Email:
VENUE MAP: rmnath@gmail.com

The delegates are expected of the below

¢ Understanding of Database Technologies
e Understanding of Oracle database Servers
¢ Understanding of SQL

http://ea.ae/content/location.htm




ORACLE DATABASE SECURITY WORKSHOP

6TH & 7TH MAY 2009

SAC,

Serving IT Governance Professit

It is important that this form is submitted before 30th April 2009
PERSONAL DETAILS: (Please complete one form per attendee. For multiple booking copy this form):

Name:

Position:

Company name and address:

Country:

Telephone (with area code): ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘

Fax: L rrrr

Email:

REGISTRATION: ( Please tick whether member or non-member)
Membership Number:

ISACA, lIA, ACFE Member AED 1000 D
Non-ISACA Member AED 1600 D

PAYMENT INFORMATION

All payments to be made in favour of DNATA-ISACA. Payments can be made by cheque or demand draft and
should be couriered to Manjunath R, Dubai Aluminium Company Limited, Internal Audit Department,

P. O. Box 3627 Dubai, UAE, Ph: 0509523015. email: rmnath@gmail.com

¢ All Payments should be made in favour of DNATA-ISACA
e Registration forms and proof of payment to be scanned and emailed to rmnath@gmail.com or manjunath_r@dubal.ae
¢ Please note full bavment must be received bv the 1st Mav 2009
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Place your Ad highlighting your
services/products in this magazine to
reach an focussed IT governance,
Security & Audit Community - Contact

for more details hchede@gmail.com
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